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The Smart Grid has the potential to revolutionize electricity delivery systems, and the security of its
infrastructure isavital concern not only for cyber-security practitioners, engineers, policy makers, and utility
executives, but also for the media and consumers. Smart Grid Security: An End-to-End View of Security
in the New Electrical Grid explores the important techniques, challenges, and forces that will shape how
we achieve a secure twenty-first century electric grid.

Includes a Foreword by Michael Assante, President and CEO, National Board of I nformation Security
Examiners

Following an overview of the components of the Smart Grid, the book delves into the evolution of security
standards and regulations and examines ways in which the Smart Grid might be regulated. The authors
discuss the technical details about how metering technology is being implemented and the likely threats and
vulnerabilities that utilities will face. They address the home area network (HAN) and examine distribution
and transmission—the foundation for the delivery of electricity, along with distributed generation, micro-
grids, and operations.

The book explores future concepts—such as energy storage and the use of plug-in electric vehicles

(PEV s)—in addition to the concomitant risk for fraud and manipulation with stored energy. Consumer-
related issues are discussed as they pertain to emerging ways of receiving and generating energy. The book
examines dysfunctions ranging from inadvertent outages to cyber-attack and presents recommendations on
how to respond to these incidents. It concludes with speculation of future cyber-security challenges and
discusses new ways that the grid can be defended, such as better key management and protection.

Written in a style rigorous enough for the practitioner yet accessible to a broad audience, this comprehensive
volume covers atopic that is becoming more critical to industry and consumers everywhere.
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From reader reviews:
Pedro Engle:

Playing with family in avery park, coming to see the marine world or hanging out with friends is thing that
usually you have done when you have spare time, and then why you don't try issue that really opposite from
that. 1 activity that make you not sense tired but still relaxing, trilling like on roller coaster you have been
ride on and with addition of knowledge. Even you love Smart Grid Security: An End-to-End View of
Security in the New Electrical Grid, it is possible to enjoy both. It is excellent combination right, you still
wish to missit? What kind of hang type isit? Oh can happen its mind hangout men. What? Still don't have it,
oh come on itsidentified as reading friends.

Sharon Novick:

Reading a book to get new life style in this 12 months; every people lovesto learn a book. When you
examine a book you can get alots of benefit. When you read books, you can improve your knowledge, due
to the fact book has alot of information in it. The information that you will get depend on what sorts of book
that you have read. If you need to get information about your study, you can read education books, but if you
act like you want to entertain yourself look for afiction books, such us novel, comics, and soon. The Smart
Grid Security: An End-to-End View of Security in the New Electrical Grid provide you with anew
experience in examining a book.

Conrad Degregorio:

Many people spending their period by playing outside having friends, fun activity together with family or
just watching TV 24 hours aday. Y ou can have new activity to spend your whole day by studying a book.
Ugh, do you consider reading a book can really hard because you have to accept the book everywhere? It
okay you can have the e-book, bringing everywhere you want in your Smart phone. Like Smart Grid
Security: An End-to-End View of Security in the New Electrical Grid which is obtaining the e-book version.
S0, try out this book? Let's find.

Ann Walsh:

Don't beworry if you are afraid that this book may filled the space in your house, you can have it in e-book
approach, more simple and reachable. Thiskind of Smart Grid Security: An End-to-End View of Security in
the New Electrical Grid can give you alot of close friends because by you investigating this one book you
have thing that they don't and make you more like an interesting person. This particular book can be one of a
step for you to get success. This book offer you information that maybe your friend doesn't know, by
knowing more than some other make you to be great folks. So , why hesitate? We should have Smart Grid
Security: An End-to-End View of Security in the New Electrical Grid.
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